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~| whoami
= N

djnn@penthertz.com | ni/')

Occupation: intern @ penthertz u already know =)
Location: Paris

Favorite drink: Blond beer

Interests: Reverse-engineering, malware
Languages: C, Golang, Elixir, etc (learning Rust)
Contact: https://djnn.sh/pgp
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[N] man voiture Gone in 61 seconds.

The keys were left near the front door.
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Hackers Remotely Kill a Jeep on the Highway—With
Mein It

| was driving 70 mph on the edge of downtown 5t. Louis when the exploit began to take hoid.

https://illmatics.com/Remote%20Car%20Hacking.pdf



[~] man vroom-vroom

lan Tabor
cmintynet

No foeuking point having a nice car these days, came out early to find the
tfront bumper and arch trim pulled off and even worse the headlight wiring
plug had been yanked out, if definitely wasn't an accident, kerb side and
massive screwdriver mark. Breaks in the clips etc. CR#ts
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0:03 PM - Apr 24, 2022

https://kentindell.github.io/2023/04/03/can-injection/



[~] vim vroom.txt
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(1] READMT B Afsdie. 20 Bcenss
Initizl V is d Bluelooth Keyboard specialized Tor controlling Virn, The key presses senl depend n Vim's slale, The

table below describes the key prosses for cach herndle position according to the state of the cditor;

Move
Double  Double  Mecve  Left Left Right
Park Up Down
Up Down Left Up Down {hack
center)
Wound
Mormal modihed U 5 sy v S
CTRL
Mode buffer, g on ; k’t:UM1 - a = " - i i ESC
(Drive) unmodified 4 Y 2 4
Initial V butics
Inidal v [= & bW shifter that has been comiered to 8 Blustoot keyboard. Inthis repasitn, youlll find schematics Insert UP’ DOWn PEQE' Pﬂ.gE
il M dosioms, 70 files, o Vios piugin, and client soltedors - fortomineg o BMW shiftor in 1o @ Blottooth keyboond that Mode £5C
cinee ezl el i ENEU'I]'E'] k&\f kf"il' UP D‘:ﬁ'ﬂ'r‘

Think of this praject-az 5 wory sasr ond inoored Vim' elifoh
“Linve” on the handle means "Normmal Mode” in Vim. "Neutral” on the handle means “Insert Mede™ in Vim. It's not

possible o move the haridle 1o de lef when Uie Bandle is in Neuatral mode, so there gre no ey combinations. 'm
not surc what mode in Vim would map to Reverse on the handlg, so thore's na woy to transition to Reverse at the

moment

Saving a buffer in Normal mede will put the handlz in to the "Park” position, The Park position behaves the same way
ag Drive (Normal mede in Vim) except that it you hit Park again, (£ will exit Vim,




Airbag ORD I
Remote ECU ycp  Bluetooth
Link Type .
.ﬂlF_':.I_‘; .'___.’—*"[}ZHB Based

: Receiver (V2X)
Smartphone '

\* - I Passive Keyless

Entry
=

Remote Key

TPMS

ADAS System ECU
Vehicle At
Systemn ECU
| Engine and Lighting System ECU
Transmission (Interior and Exterior)
ECU

Steering and
Braking ECU




[~] apktool d deez_nuts. jar

P Penthertz TF1 20h
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f, @ . - e remote startup
- — penthert, e open doors
Watch on [ YouTube 1 . ; * localisation
CEniese W OITURESS LES ORJETS CONNECTES CIRLES DES PIRATES | _ - i



Codo vent o

[~] tpms_rx ——source rtlsdr )

Code accepted

ormes {X) as (X}

Code ralls tz Cxpected code
[M+1) ralls to (X+1)

TPMS Frequencies:
300Mhz>f>900Mhz




Modulauon Schemes

Watch on [EBYoulube

PRIVATE

=
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[~] which IVI

WiFI, Bluetooth, CAN, ...

fuzzuelk = Eocupsrmen: sute = -Shong-Alpes = |cers > Sourcon-alley JBI0N -
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https://hydrabus.com

hitps-//pinoutguide. .com/Car-Stereoc-Other/

fudtoradia chio 4 medisnay

YWoir les pholos
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[~] sudo modprobe vcan

Data-Frame

Bus

. 5 I [aTo]
. 0 Icheant ifbey 0 inc ﬁum Checksuim E ,_1 3
Id‘] F I: '_|| _'!‘
1

11 Bits
. “ YT
Arbitration-Field Control-Field Data-Field Check-Field

4 Bits 0-8 Byte 15 Bits 1

Controller Area Network (CAN)
-->1983 @ Bosch
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[~] python3 trolling.py

umport can

bus = can.Bus()
while True:

msg = can.Message(3, data=[@ Tor _

bus.send(msg)

in range(s8)])



[~] pip install socketcan-uds

L Auaibiel  Avilbibelor  Hs e

v Diagnostic Session Contral 5w

Mnemonic
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Diagnaostic amnd
Communication
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w

) Heset
SE Y ACUERS
Carmmmicabion Conlrol

Tester Mesent

FH
A,
G e
TP

CANID Protocol I Padding Management Mccess Timing Parameler ATF
Contril 1 Secured Data Transmisslon SDT

it [ P

Example:

Lxata | ransmission

Shired Niala
[ rArsa TS

[rapaedh (gLl

Sl

Contral DTC Setting

Response On Evend

Link Cantral

Road Data By [dentifler

Read Memorny By AJOress
Head Scaling Lafa By ldentitier
Head Uaka By Heriodic Kentilier
Lynamically Deline Data Identiier
WWrile 1 Hy lcenlilier

Wrile Mermtry Sy Auddress

Calesr Lipraastie Inlormlion
Read OTC Information

It Cutpol Gontrol By Idonbficr

CONCs
ROC
LG
ROBI
RMBA
Halol
g ieiein
L
WiiBl
WMHA
e Bl

ROTCE

DC3I

Canirl
' Harmola Acliverion - -
T o] . . ~ . auline Control L
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UDS

ubs S1b
[ request )

service

ubDs 51D

| response )

identifiers

(SIDs)

Service

Diagnostic Session Control

ECU

Security Access

Reset

Communication Control
Authentication

Tester Present

Access Timing Parameters

Secured Data Transmission
Control DTC Settings

Response On Event

Link Control

Read Data By Identifier

Read Memory By Address

Read Scaling Data By Identifier
Read Data By Identifier Pericdic
Dynamically Define Data Identifier
Write Data By Identifier

Write Memory By Address

Clear Diagnostic Information
Read DTC Information

Input Output Control By Identifier
Routine Control

Eeﬁuezt Download

Request Upload

Transter Data

Request Transfer Exit

Request File Transfer

Negative Response

Details

Control which UDS services are avallable
the ECU "key offT",

itical

(“hard reset”, "soft reset”)

uze of securi I'-,r & M | Seryvice via authentication

Turn sending/receiving of messages on/off the ECU

Enable more advanced authentication vs (PKI based exchange)

Send a "heartbeat®™ pericdically to remain in the current session

View/modify timing parameters used in client/server communication

.,

Send encrypted data via 1S5S0 15764 (Extended Data Link Security)

Enable/disable detection of errors (e.q. used during diagnostics)

Request that an ECU processes a service request 1T an event happens

Set the baud rate for diagnostic access

Read data from targeted ECU - e.g. VIN, sensor data values etc.

Read data from physical memory (e.g. to understand software benavior)

Read information about how to scale data identifiers

Request ECU to broadcast sensor data at slow/medium/fast/stop rate
Define data parameter for use in €x22 or @x2A dynamically
Program specific variables determined by data parameters
Write information to the ECU's memory
stored DICs

Read stored DTCs, as well

Delete
as related information
Gain control over ECU analog/digital inputs/outputs
Initiate/stop routines (e.g. self-testing, erasing of flash mamory)
to add software/data to ECU (incl. location/size)
fFrom ECU

Perform actual transfer of data following use of @x74/8x75

Start request

Start request to read software/data (incl. loecation/size)

the transfer of data

SLop
Perform a Tile download/upload to/from the ECU
handled

Sent withh @ Negative Response Code when a request cannot be
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[~] gee uds-psa.c -o trolling

UDs Frame
Seed ~Request
tlTuctI_—)ECiJ}
Seed —Response

(Tool €ECU)

Key-Response
[Tool=2*ECU)
Response
|If Key Verified)
(Tool €ECU)

Do

27

b7

D1
kx{Seed Sunfunc)

xx{Seed Subfunc)

D2

| D3... i s s DO PLONAL)

Application specific Data

Seed Valueln]

2z (key_Subfunc)

22 (key_Subfunc)

_Value[n]

Apgplication specific Data

[T ¥ omain -

psa -seedkey-algun Ui Cdgumithme (2

@ wavig Cooyrignt natice
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[~] git clone git@github.com:commaai/panda.git

2235 80 792 omw carstate: & G

228 S5 YEAR @ @(%=1+ (1,2865) [2805|2127) "Year™ MNED
237 G CERRD : 7121+ (1,8) [&]1] ™" NEC

238 56 WonH : BlaEis (1,8) [1]12] “onth” NED

S5 DOOR STATE FL @ 12780+ (1,8) [ei{3] ™" mMe0
oG DCDR STATE FR & 14288+ (1,8) [ei3] =~ m=0
o= SEOOND @ 16laEn+ (1,8) [Bi59] 5™ N0

%G DOOR STATE RL @ zz2]28ns (1,8) [@i3] ™ me0
S5 Hour @ 240581 (1,8) [@i23] “h" M=o

£5 DCOR ETATE RR @ 20|31 (1,8) [@(3] ™ KeD

4.5ml
Cowdor o el

Y
=

\

i
@:{r Mldan irmn @am |

o ihe comma 2X

A REEN

. 235 53 DAY : 3Z)581+ (1.8) [el3] " NED
35 S5 MIMNE : AB|68%+ {1,8) {#{55] “mn” NED
=57 S5 BOOT STATE : 246|281+ (1,8) [&l3] " neC
238 G &TW updsteInProgresz @ 48 (281 (1,8) [@]3] — M0
235 S5 DOOR STATE Frontirunk @ S8iagn+ (1,8) [@i3] =" e
(Il }¥ master = opendbc / tesla_can.dbc D 20 o otk § . (4,9) [l = e

: _ a1 & MU transportepdein ¢ 53180 (1,8) [@]1] ™ weD
242 =@ BC_headLightistatus : 55|28+ (1,8) [@[3] ™" me0
243 =8 BC headlightRStatus : 57|33+ (1,3) [8[3] ™ W80
244 5 BC indicestoriStstus : 589|255+ (1,8) [&@|3] " NED
s 58 BC indicetorfSitatis : 81288« {1.,8) [8/3] "™ EEO
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[~] sudo apt install python3 can-utils

Librairies Python Support Linux in-kernel
e python-can sudo modprobe vcan
e cantools sudo ip link add dev vcanO type vcan
e scapy sudo Ip link set up vcanO
99

import can

bus = can.Bus(channel='vcan®', interface='socketcan')
while True:

msg = can.Message{arbitration_ird= fee, data=[wd, 1, B, 1, 3, 1, 4, 1], is_extended_id=False)
bus.sand{msg)
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[~] secure on-board communications

- Willem Melching @& Hardweario

v it| W A
Ve got code execution in the bootloader over CAN! Still a Tew issues to
work out though, the main application stops working after o few scconds
Moy

'S parr # is BA6h0- 42370, whaole steenng rack is 4425042310 20214
Ravd Prime

. Greg Hogan Ggreglhogan - len 24
wan anyone help fing a lavs: prime power steenng motor froma wreoked
wehlcle? Sorme promising thinge have ceen fourd! | want oneg that was Ina car
so it ~as real keys, and sormething that w= have no fear o7 bricking or physically
dostroving.

Sonder Side Recever Side

Hp}- i
— MAL verifie:

4

Syrahc ' | § e ignn =h | s

TRIF - CaT ’ Il STEES. RESMET

¥ ::t.'u RAFAFT_ZMT 21 o 3 rOUMTER

3 ALT-ENTCATOR 20 it s s
i; ETEE=_TORMIE.C
|- LA SIRIE
8 AUTHENTIZATOR

v B FOECT oA

5 MNSO_fNT_LOWER

https://icanhack.nl/blog/secoc-key-extraction/



[~] other protocols & resources

Orange-Cyberdefense/awesome-industrial-protocols

Pubdic
Securnty-onented list of resources about iIndustnal network protocols
- P oas
Pythen 17373 T 4

: . o digital k
 XCP (Debug / diagnostics) . n,:ftt:m:r:;t
e FlexRay (communication bus) * techniarabia
e SOME-IP (protocol over IP) > AULBRACKAG
e msieur-lolo.fr
* e dacianer
e medianav.ru
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Contacts: Saen®s $ stee s PPotiieseediltteiel, 8

https://penthertz.com
https://djnn.sh

To go further:

* hardware reversing (side-channel attacks, JTAG, FCC-IDs)

* RF Hacking (Bluetooth, Digital Audio Broadcasting, RDS, 4G/5G, ...)
o Weaponzing logs (Bluetooth pairing -> DLT)

 MITM opportunities (Firmware Over-the-air, ...)
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